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MEMORANDUM FOR: pakectas of Central Intelligence 
FROM: Harry E. Fitzwater . 
Deputy Director for Administration 
SUBJECT: _. Industrial Security Enhancements. Resulting 


from the Boyce/Lee Case 


1. In accordance with your request this memorandum summarizes 
actions taken by the Office of Security, following the 1977 Boyce/Lee. ., 
case, to enhance the Agency's security od - 95X4 
throughout the industrial community. The acti : ily 
from recommendations made in 1977 to the DCI by a special security 


review task force established to. study the impact of the Boyce/Lee 
case. 


2. Significant enhancements have been realized in three general 
- areas of security as follows; 


a. Physical : gad Procedural Security 


Recep THRSTRIET “Security Bisneh was 
‘@eettiioned within the Office of Security to 
monitor industrial security programs and to 
conduct physical and procedural audits of 
Agency contractors. 


pbc 
audits Rave been completed to date by Office’ 
ofsSecurity proressionais who assure compliance 
by contractors with established standards. 
Several contractors have been reaudited since 
the commencement of the program because of 

the sensitivity of their holdin 
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= Ce manuals which detail security 
polici edures for contractors have 
been revised and updated: Standard Security 
Procedures for Contractors - May 1979; 


NFIB/NFIC Physical Security Standards for 
SCI Facilities - April 1981; BYEMAN 


Industrial Security Manual - August 1982. 
These manuals provide detailed instructions 
and guidance for industrial contractor 
Security Officers. 


° The Security Staffs of the Agency's 
principal procurement authorities, the Office 
of Logistics and the DDS&T, were augmented to 
improve enforcement of string 
standa 


° Agency contracts have been modified to 


include equirements 


and, where applicable, incorporate pecune): 


factors in performance award decisions 
Sumer — 


EEE 
° The Agency's Industrial Computer 
Securit Pt eT tos oe ot etl antly, 
expand One professional officer from 


ice of Security's Information Systems 


i Group (ISSG) has been resident 

[since the summer of 1981; 

is attention 1s dedicated to computer 
security concerns at Agency contractor 
facilities. A second officer from ISSG 
will be assigne aa the 
summer of 1983. Spe eecne a demanding 
account in this reéga 


° Access procedures to communications 
centers at contractor facilities have been 
tightened, and the Agency has implemented 
a geever'!—Ssy¥sten by which Agency Staff 
communicators rotate among the communications 
centers to ensure policies and procedures are 
in force. 
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° The "Two-Person Rule” was implemented which 
requires tha ctors have at least two 
cleared people present within any contractor- 
operated communications center or registry when 
those facilities are open. 


cedures were strengthened 
Youen consistent document 


© Document inventory pro 
and file h tec 
destruction efforts. 


b. .Personnel Security 


° Heavy emphasis on counterintelligence issues 
continues to be a part of the traifinge OF ieee 
Agency investigators and security. reindoctrination © 
of investigators in the field. oe 


° Coverage in the personnel security back-_ 
ground in = 2 rt \s S07 — ; sexe : pests rc ae i. we 7 
enproyeee nae been aS emphasis 


has been given to investigators to develop | 
references from the peer group of the employee. 


° An Indust raph Pragzem (IPP) was 
initiated jp LZod present 
are participating. Approximate 


examinations hav een conducted ATS pro 
gram, including To date the program 
has been limite f polygraph resources. 


And to date, priority in the selection of 
candidates for the IPP has been given to employees 
in key; and/or very sensitive positions, €.&.; 
communicators, ee jee senior officials 


and couriers. The examinations represents 
about 25 percent of the total number of industrial 
employees who qualify for the IPP by their level of 
access to SCI material. 


© The clearance adjudication standards in 
industrial cases have been tightened. A more 
intense scrutiny is given to industrial contrac- 
tor employees on whom suitability (distinct from 
pure security issues like loyalty, crime, drugs) 
information has been developed. An Industrial 
Review Panel (IRP) chaired by the Office of 
Security with representatives from the Office of 
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Medical Services,. Office of Logistics, DDS&T and 
Office of General Counsel considers suitability 
issues. The Panel is similar to the Applicant 
Review Panel which functions in Staff Applicant 
adjudications. The Industrial Review Panel 
examined 115 cases in FY 1981, 60 were turned 
down. In FY 1982, 35 of 75 cases considered 
were turned down. “7. rp R 


c. Security Education ° 


© Industrial security training conferences 
and seminars are conducted by the Office of 
Security for Security Officers in industry. 
During the past four years approximately two : 
conferences each year have. been conducted at —~ 
Headquarters with approximately’ thirty firms 
represented at each conference/seminar. This 


represents a vast improvement in security 
education. actively participated in 


three such conte es as well as in two 
computer security training courses for contrac- 
tors. 


© professional Security Officers assigned = 
to the Office of Security's counterintelligence 
arm repeatedly address industrial conferences 
and seminars to present counterintelligence 
issues to heighten awareness of such matters. 


; © During the past year the Office of Security 
has expanded its security awareness briefing 
effort to contractors_to include lectures on 
Technology Transfer{[ sd the 
DDI. 


very significant an 
substantial improveme » not only at that facility 
but across the entire spectrum of the industrial security discipline. 
As you know, the Agency investment in industry continues to increase, 


" placing increasing demands on the Office of Security. As a point of 
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interest, the i 
contracts with 
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